1. Can an operator-of-a-\Web-site-or-ontneservicerehy-upon-an-educationa

ingtitution te-previde-consent to the-operatoera website or app’s collection, use or
disclosure of personal information from students?

below-Yes. I\/Iang school dlstrlcts contract with th| rd- Qart¥ webste ogerators to offer
online programs solely for the benefit of their students and for the school system —for

example, homework help lines, individualized education modules, online research and

organizational tools, or web-based testing services. In these cases, the schools may act

asthe parent’s agent and can consent to the collection of kids information on the
' If. How the school’ ility t nsent on f of th ti

limited to the educational context —where an operator collects personal information
from tsfor th it of th hool, and for no oth mmer Ci

purpose. Whether the website or app can rely on the school to growde consent is
r in FAQM.2 w. FAQ M.5 provi I f oth mmer Ci

purposes.”
Whether the operator tsweHe-ngAA#HqtheLseheel—epel%atmngeensem—weetbf#em

MQ%WWQM
parent, the operator must still comply with other COPPA requirements. For
example, the operator must provide the school with all the required notices, as noted
above, and must provide parents, upon request, a description of the types of
personal information collected; an opportunity to review the child’s personal
information and/or_have the information deleted; and the opportunity to prevent
further use or online collection of a child's personal information.

In addition, the school-alse must consider its obligations under the Family Educational
Rights and Privacy Act (FERPA), which gives parents certain rights with respect to their
children's education records. FERPA is administered by the U.S. Department of
Education. For general information on FERPA, see

http Ilwww?2.ed. gov/pollcy/gen/gw d/fpco/ferpall ndex html —Many—seheel—systems#we

stuelentsabeutem—seheel—tntemeteuse— Schools also must comgl;g with the Protect|o

of Pupil Rights Amendment, which isalso administered by the Department of
Education. See http://www?2.ed.gov/palicy/gen/quid/fpco/index.html.




2. Under what circumstances can an operator of a Web site or online service rely upon
an educational institution to provide consent?

an operator to col Iect personal information from studentsfor the use and benefit of the
school, and for no other commercial purpose, the operator isnot required to obtain
consent directly from parents, and can presume that the school’ s authorization for the
collection of students personal information is based upon the school having obtained the
parents consent. However, the operator must provide the school with full notice of its
collection, use, and disclosure practl Ces, SO that the school may make an mformed
decision.

If, however, an operator intends to use or disclose children’s personal information for its
own commercia purposesin addition to the provision of services to the school, it will
need to obtain parental consent. Operators may not use the personal information

collected from children based on a schoal’s consent for another commercial purpose
th f the school’ thority t t on f of th t islimited t

the school context.

Where an ogerator gets consent from the school rather than the Qarent, the

ensurethat a school isactually growdlng consent! and not a Chl|d Qretendlng tobea
teacher, for example.

3. Who should provide consent — an individual teacher, the school administration,
or the school district?

As a best practice, we recommend that schools or school districts decide whether a
particular site’sor service'sinformation practices are appropriate, rather than
delegating that decision to theteacher. Many schools have a process for assessing

sites and services practices so that thistask does not fall on individual teachers
shoulders.

4. When the schoal gives consent, what are the schoal’s obligations regarding
notifying the parent?

As a best practice, the school should consider providing parentswith a notice of the
websites and online services whose collection it has consented to on behalf of the

parent. Schoals can identify, for example, sites and servicesthat have been



for istrict-wi r for th rticular school. In ition, the school
may also want to makethe operators direct noticesregarding their information

practices availableto interested parents. Thisallowsthe parent to assessthe site’s
i i isetheir rightsun OPPA —for example, to

review the child’s personal information. Many school systems have implemented

Acceptable Use Policiesfor Internet Use (AUPS) to educate parents and students about

In-school Internet use; the school could maintain thisinformation on a website or
rovi link to theinformation at th inning of the school r.

5. What information should a school seek from an operator before entering into an
arrangement that permits the collection, use, or disclosure of personal information from
students?

Aln deciding whether to use online technologies with students, a school should be
careful to understand how an operator will collect, use, and discl ose personal information
from its students+ o »

Among the questlonsthat aschool should ask potentlal operators are:

*What types of personal information will the operator collect from students?

*How does the operator use this personal information?

*Does the operator use or share the information for commercial purposes not related to
the provision of the online services requested by the school? For instance, does it use the
students' personal information in connection with online behavioral advertising, or
building user profiles for commercial purposes not related to the provision of the online
service?_Lf so, the school cannot consent on behalf of the parent.

*Does the operator enable parents to review and have deleted the personal information
collected from their children?_Lf not, the school cannot consent on behalf of the
parent.

*What measures does the operator take to protect the security, confidentiality, and
integrity of the personal information that it collects?

*What are the operator’ s data retention and deletion policies for children’s personal
information?

4—}amb. |I'm an educator and | want students in my school to share information for
class projects using a publicly- available online social network that permits children to
participate with prior parental consent. Can | register studentsin lieu of having their
parents register them?

This question assumes that your school has+xethasn't entered into an arrangement with
the social network for the provision of school-basedr elated activities, but rather that you
intend to use a service that is more broadly- available to children and possibly other
users. The Commission has recognized the school’ s ability to act in the stead of parents
in order to provide in-school Internet access. However, where the activities and the
associated collection or disclosure of children’s personal information will extend beyond

school-basedr elated activities, the school should-carefutly-considerwhetherit-has, as




a best practice, effectively netifiednotify parents of itsintent to alow children to
participate in such online activities before giving consent on parents behalf.



