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Measures for Data Security Management

(Draft for Comments)
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Chapter I General Provisions
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Article 1 These Measures are developed in accordance with the Cybersecurity Law of the
People's Republic of China and other laws and regulations for the purposes of safeguarding
national security, public interest, protecting the lawful rights and interests of citizens, legal

persons and other organizations in cyberspace.
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Article 2 This Law shall apply to the collection, storage, transmission, process and use of
data (hereinafter referred to as “data activities”) as well as the protection, supervision and
administration of cybersecurity within the territory of the People's Republic of China, except
for pure domestic and personal matters.

In case of inconformity with the provisions of the laws and regulations, the latter shall

prevail.

F=% EFRBRRESIE 225K EIFE, s RER 2SR HOR, BRI EE 5
WP RA, REEEIRAER 7 B Biish.

Article 3 The state shall lay equal stress on data security protection and development,
encourage the research and development of data security protection technologies, promote the
development and use of data resources, and guarantee the orderly and free flow of data in

accordance with the law.

B% EZCRBGER, WO B, Ak ERE T rh A A RSR[5 3 A1 i Hs 224 XU A
By, DRIPEEE st ER . ST, B SRR AR AAE, REEIR A ERIE 2 e SR
TRIED o



Covington Unofficial Translation

B TTEIE, RIS fe R AT 55 i

Article 4 The state shall take measures to monitor, defend against and deal with
cybersecurity risks and threats from both inside and outside the territory of the People's
Republic of China, protect data from divulged, stolen, falsified or illegal use, punish illegal and

criminal activities relating to data security in accordance with the law.
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Article 5 Under the leadership of the Central Cyberspace Affairs Commission, the state
cyberspace administration organs shall be responsible for the overall planning, coordination,
direction and supervision of protecting personal information and important data.

Cyberspace administrations at the municipal level or above shall direct and supervise the
protection of personal information and important data within their respective administrative

areas.
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Article 6 Network operators shall perform data security protection obligations in
accordance with relevant laws and administrative regulations and by reference to national
cybersecurity standards, establish the accountability of data security management and
evaluation systems, formulate data security plans, implement data protection technical
measures, carry out data security risk assessments, develop emergency response plans, timely

deal with security incidents and organize data security education and training.
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Article 7 Network operators shall, when collecting and using personal information
through websites, applications and other products, develop and disclose the rules for
collection and use separately. The rules for collection and use may be included in the privacy
policy of websites, applications and other products, or may be made available to users in other

forms.
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Article 8 The rules for collection and use shall be specific, easy to understand and access
and shall highlight the following information:
(1) General information about the network operator;
(2) The name and contact information of the network operator’s main responsible person
as well as the person responsible for the data security;
(3) The purposes, types, volume, frequency, methods, scope of the personal information
to be collected and used;
(4) The place of storage, retention period and what the network operator will do with
personal data after the retention period expires;
(5) The rules to be followed when providing personal information to others (if the
information will be provided to others);
(6) How the network operator protects the security of personal information and other
relevant information;
(7) The ways and methods for the data subject to withdraw consent, and to access, correct
and delete personal information;
(8) Channels and methods for making complaints and reports;

(9) Other information as prescribed by the laws and regulations.
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Article 9 The rules for collection and use shall, if included in private policy, be relatively
concentrated and presented in an obvious way to facilitate reading. The network operator may
collect personal information only after the user has acknowledged the rules for collection and

use of personal data and provide express consent.
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Article 10 Network operators shall strictly comply with the rules of collection and use.
The functionality of the network operator’s websites and mobile applications to collect or use
personal information shall be designed in accordance with the privacy policy, and it should be

adjusted to be consistent with the privacy policy.
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Article 11 Network operators shall not, through authorization by default, bundling
functions or other means, force or mislead data subjects to consent to the collection of personal
information on the grounds of improving service quality, user experience, targeted push
information or research and development of new products.

After the data subject has provided consent to the collection of personal information that
enables the operation of the core functions of network products, network operators shall
provide core service functions to the data subject, and shall not cease the provision of such
core functions on the ground that the data subject refuses to provide consent or withdraws

consent to the collection of personal information.
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Article 12 When collecting personal information of minors under the age of 14 years,

consent from the guardians is required.
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Article 13 Network operators shall not take discriminatory actions, such as
implementing different service quality and price, against data subjects based on whether the
data subjects have authorized the collection of personal information and the scope of such

authorizations.
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Article 14 Network operators shall have the same responsibilities and obligations to

protect personal information obtained from third party sources.
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Article 15 When network operators collect important data or sensitive personal
information for the purposes of business operations, such network operators shall make a
filing with the local cybersecurity administration. The filing shall include the rules for
collection and use of such data, the purpose, volume, method, scope, type, retention period of
the data, excluding the content of data itself.
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Article 16 Network operators shall not, when using automatic means to access or collect
website data, interfere with the normal operation of their websites. If such acts seriously affect
the operation of websites (e.g., if the traffic of automatic visits or data collection exceeds one-
third of the average traffic of the website) and the website requests the network operator to

cease such automatic access and collection, the network operator shall cease such practice.
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Article 17 Network operators shall, when collecting important data or personal sensitive
information for the purpose of business operations, specify the person responsible for data
security.

The person responsible for the data security shall be selected from among personnel who
have relevant management work experience and professional knowledge on data protection,
participate in important decisions of relevant data activities, and report work directly to the

main responsible person of the network operators.
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Article 18 The person responsible for data security shall perform the following
responsibilities and obligations:

(1) Organize the formulation of data protection plans and manage implementation;

5



Covington Unofficial Translation
B TTEIE, RIS fe R AT 55 i
(2) Organize data security risk assessments, and to rectify and eliminate potential risks;
(3) Report to relevant government agencies and cybersecurity administrations the
handling of data security protection and incidents;
(4) Accept and handle the complaints and reports of users.
Network operators shall provide necessary recourse to the person responsible for the data

security to enable the independent performance of such responsibilities and obligations.
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Chapter I1I Process and Use of Data
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Article 19 Network operators shall take measures such as data categorization, data back-

up and encryption to strengthen the protection of personal information and important data.
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Article 20 The retention of personal information by the network operator shall not
exceed the retention period provided in the rules for collection and use. Personal data shall be
timely deleted after the users close their accounts, unless the personal information has been
processed to make it impossible to identify a specific person from the information and such
information cannot be processed to re-identify such a person (hereinafter referred to as

“anonymization”).
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Article 21 Network operators shall, upon receipt of requests to access, correct, and delete
personal information and close accounts, fulfill such requests within a reasonable time and at

reasonable cost.
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Article 22 Network operators shall not use personal information in violation of the rules
for collection and use. If it is necessary to expand the scope of the use due to business needs,

network operators shall obtain consent from personal information subjects.
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Article 23 Network operators shall, when using user data and algorithms to push news
and commercial advertisements, clearly identify the word “targeted push” and provide an
option for users to reject the targeted push information. If the user chooses not to receive
targeted push information, network operators shall stop the push and erase the device
identification code and other collected user data as well as any personal information.

Network operators shall, when conducting targeted push activities, comply with laws and
regulations, respect social morality and business ethics, abide by public order and good morals,

and be honest and diligent. All discriminatory and fraudulent acts shall be prohibited.
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Article 24 Network operators shall, when using big data, artificial intelligence or other
technologies to automatically synthesize information such as news, blog posts, posts and
comments, clearly identify the word “synthesis.” Network operators shall not automatically
synthesize information for the purposes of making profits or damaging the interests of any

other person.
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Article 25 Network operators shall take measures to urge and remind users to be
responsible for their network behavior and strengthen self-regulation. When users forward
information made by any other person, network operators shall automatically suffix the social

network account or unchangeable user identification of the information producer.
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Article 26 Network operators shall, upon receipt of reports and complaints on faking,
counterfeiting or embezzling the release of any information in the name of any other person,

shall respond in a timely manner, stop spreading the information, and erase it once verified.
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Article 277 Network operators shall, before providing personal information to any other
person, assess the security risks and obtain the consent of the data subject, except for the
following circumstances:

(1) the personal information is collected from legal public channels and sharing of it is

consistent with the understanding of the data subjects;

(2) the personal information was voluntarily disclosed by data subjects;

(3) the personal information has been anonymized;

(4) the sharing is necessary for the performance of responsibilities and functions of law
enforcement agencies in accordance with law;

(5) the sharing is necessary for safeguarding national security, social and public interest,

or protecting the lives of data subjects.
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Article 28 Network operators shall assess potential security risks before publishing,
sharing or selling important data or transferring such data across borders, and report to the
competent regulatory department for approval. If the identity of the competent regulator is
unclear, network operators shall report to the cybersecurity administration at the provincial
level for approval.

Overseas provision of personal information shall be implemented according to the

relevant provisions.
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Article 29 When a domestic user is visiting the domestic internet, its flow shall not be

routed overseas.
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Article 30 Network operators shall specify data security requirements and

responsibilities for third-party apps connected to platforms and supervise third-party app
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operators to strengthen data security management. If data security incidents occur due to
third-party apps and cause damage to users, network operators shall assume all or part of the

liability unless they are able to prove that they are not at fault.
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Article 31 If network operators undergo mergers, acquisitions, reorganizations or
bankruptcy, the data recipient shall assume the data security responsibility and obligations of
the network operator. If there is no data recipient, network operators shall delete relevant data.

In case of inconformity with the provisions of the laws and regulations, the latter shall prevail.
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Article 32 Network operators shall not, when analyzing and using the data resources in
their possession, publish market predictions, statistics, personal and enterprise credit,
endanger national security, economic operation, social stability or damage lawful rights and

interests of any other person.
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Chapter IV Supervision and Regulation of Data Security
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Article 33 When a cyberspace administration, in the course of performing its functions
and duties, finds that a network operator has failed to implement data security management
obligations, the cybersecurity administration shall summon the main responsible person of

the network operators and urge it to make rectification.
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Article 34 The state shall encourage network operators to voluntarily pass data security
management authentication and application security authentication for their applications,
and shall encourage search engines, application stores and others to clearly identify and give
priority to applications that have passed the authentication.

The national cyberspace administration shall direct national cybersecurity review and
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authentication institutions, organize data security management authentications and

application security authentications in conjunction with the market regulatory department of
the State Council.
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Article 35 In security incidents where personal information has been divulged, damaged
or lost, or the risk of data security incidents has increased significantly, network operators
shall immediately take remedial measures to inform users in a timely manner through phone
calls, messages, emails, letters or other means, and report it to the competent supervising

department and cyberspace administration according to relevant requirements.
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Article 36 In order to perform national security, social management, economic control
and other functions and duties, when the relevant competent departments of the State Council
require network operators to provide relevant data in its possession in accordance with
relevant laws and administrative regulations, the network operators shall provide such data.

The relevant competent departments of the State Council shall assume the responsibility
of security protection of the data provided by network operators, and shall not use the data for

purposes unrelated to the performance of its functions.
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Article 37 Where a network operator violates the provision of this measure, the
competent department shall, in accordance with relevant laws and administrative regulations,
take disciplinary actions such as confiscating the violator's illegal income therefrom,
suspending relevant business operation, ceasing business operation for rectification, shutting
down the website, revoking the relevant business permit or business license or other
punishments as the case may be. If the violation constitutes a crime, the violator will be subject

to criminal liability in accordance with the law.
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Chapter V Supplemental Provisions
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Article 38 In this Measures, the following terms shall have the meanings as follows:

(1) “Network operator” means the owners and administrators of the network as well as
network service providers.

(2) “Network data” means all kinds of electronic data collected, stored, transmitted,
processed and generated through the network.

(3) “Personal information” means all kinds of information recorded in electronic or other
forms, which can be used, independently or in combination with other information,
to identify a natural person's personal identity, including but not limited to the natural
person's name, date of birth, identity certificate number, biometric information,
address and telephone number.

(4) “Personal information subject” means the natural person identified or connected by
the personal information.

(5) “Important data” means the kind of data, if divulged, may directly affect national
security, economic security, social stability, public health and security, such as
undisclosed government information, large-scale population, genetic health,
geographic, mineral resources. Important data usually doesn’t include information
related to the production and operation of enterprises, internal management

information or personal information.
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Article 39 Data activities involving state secrets or the use of encryption shall comply

with the relevant provisions of the state.
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Article 40 This Measures shall take effect on .
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