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Measures on Security Assessment of the
Cross-border Transfer of Personal Information
(Draft for comments)

F—%  FREEEESRAT NG E 2 e, W (PR ANRIDAIE M2 2 475) &
FTEHERN,  HE AR INE

Article 1 These Measures are developed in accordance with the Cybersecurity Law of the
People's Republic of China and other laws and regulations, for the purpose of protecting the

cross-border transfer of personal information.
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Article 2 Network operators who transfer personal information collected in the course of
operation within the territory of the People's Republic of China to another country (hereinafter
referred to as a “cross-border transfer of personal information”) shall conduct a security
assessment in accordance with these Measures. If the security assessment finds that the cross-
border transfer of personal information may endanger national security, damage public
interest, or does not adequately protect personal information security, then the information
shall not be transferred abroad.

If other laws or regulations have specified other rules regulating the cross-border transfer

of personal information, those rules shall apply.
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Article 3 Network operators shall report to the provincial cybersecurity administration
for the completion of the personal information security assessment before any cross-border
transfer of personal information.

The transfer of personal information to different recipients shall require a separate
security assessment for each recipient. Multiple or continuous transfers of personal

information to the same recipient does not require multiple assessments.
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The assessment shall be re-conducted every two years or whenever the purpose, types or
extraterritorial retention period of the cross-border transfer of personal information has

changed.
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Article 4 Network operators shall provide the following materials when applying for the
personal information security assessment and are responsible for the authenticity and
accuracy of such materials:
(1) The Declaration Form;
(2) The contract between the network operator and the recipient;
(3) A report including the security risks and security measures of the cross-border
transfer of personal information; and

(4) Other materials required by the national cyberspace administration.
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Article 5 The provincial cybersecurity administration shall, upon receiving the
materials for the security assessment of the cross-border transfer of personal information
and verifying their completeness, shall organize experts or technical professionals to conduct
the security assessment. The security assessment shall be completed within 15 working days.

In complicated circumstances, the prescribed period may be extended as appropriate.
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Article 6 The security assessment of the cross-border transfer of personal information
shall focus on the following aspects:

(1) Whether the transfer complies with relevant laws and administrative regulations;
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(2) Whether the contractual terms with the recipient can fully protect the legal rights
and interests of the personal information subject;

(3) Whether the contract can be carried out effectively;

(4) Whether the network operator or the recipient has a history of abusing the legal
rights and interests of the personal information subject, and whether any significant
network security incident has previously occurred;

(5) Whether the network operator obtained the personal information in a lawful and
legitimate way; and

(6) Other aspects that shall be evaluated.
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Article 7 The provincial cybersecurity administration shall, when informing the
network operator of the conclusion of the security assessment, report the security
assessment to the national cybersecurity administration.

If the network operator has any objection to the conclusion of the security assessment on
the cross-border transfer of personal information, the network operator may lodge a

complaint with the national cybersecurity administration.
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Article 8 Network operators shall create a record of the cross-border transfer of
personal information and retain it for at least 5 years. The record shall include:
(1) The date and time of the cross-border transfer of personal information;
(2) The identity of the recipient, including but not limited to the name, address, and
contact information of the recipient;
(3) The type, volume and level of sensitivity of the personal information transferred
abroad; and

4) Other contents as required by the national cybersecurity administrations.
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Article 9 Network operators shall report their practices regarding the cross-border
transfer of personal information and the status of performance of contracts to the provincial
cybersecurity administration before December 31 of each year.
When a major data security incident occurs, it shall be reported to the provincial

cybersecurity administration in a timely manner.
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Article 10 The provincial cybersecurity administration shall regularly organize
inspections to examine the records of cross-border transfers of personal information and
other relevant information, focusing on the implementation of contractual obligations with
recipients, and whether there is any violation of national rules or any actions damaging the
legal rights and interests of personal information subjects.

If the provincial cybersecurity administration finds any damage to the legal rights and
interests of personal information subjects or any security incidents where personal
information has been divulged, the network operator shall be required to make rectification
in a timely manner, and the network operator shall urge the recipient of the personal

information to make rectification.
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Article 11 If any of the following circumstances occur, the cybersecurity administration
may require the network operator to suspend or terminate the cross-border transfer of
personal information:
(1) Major incidents where personal information has been divulged or abused;
(2) Personal data subjects cannot (or find it unduly difficult) to protect legal rights and
interests related to their personal information; or

(3) The network operator or recipient is incapable of protecting personal information.
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Article 12 Any individual or organization shall have the right to report any violation of
these Measures to the provincial cybersecurity administration (or to other relevant

departments of the cybersecurity administration or government).
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Article 13 The contract or other legally effective documents (collectively referred to as
“the contract”) signed by the network operator and the personal information recipient shall
specify the following:

(1) The purpose, types and retention period of the cross-border transfer of personal
information;

(2) That the personal information subject is the beneficiary of the contractual terms that
involve the rights and interests of the personal information subject;

(3) When the legal rights and interests of the personal information subject are abused,
the personal information subject may claim compensation from either the network
operator or recipient separately, or from both parties jointly. The personal
information subject may seek such compensation on its own behalf or through a
designated agent. The network operator or recipient shall compensate the personal
information subject unless it is proved that they are not liable;

(4) If it is difficult to perform the contract due to changes in the legal environment of the
recipient's country, the contract shall be terminated or the security assessment shall
be conducted again;

(5) The termination of the contract cannot exempt the network operator and the
recipient from the responsibilities and obligations stipulated in the relevant terms
concerning the legal rights and interests of the personal information subject in the
contract, unless the recipient has destroyed or anonymized the personal information
received; and

(6) Other aspects as agreed by both parties.
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Article 14 The contract shall specify that the network operator shall assume the

following responsibilities and obligations:

(1) Inform the personal information subject of the basic information of the network
operator and the receiver, as well as the purpose, type and retention period of the
cross-border transfer of personal information by means of e-mail, instant messaging,
letters, faxes, etc.;

(2) Provide a copy of this contract at the request of personal information subject;

(3) Convey any claims of the personal information subject to the recipient upon request,
including claims to the recipient; If the personal information subject cannot obtain

compensation from the recipient, the network operator shall pay the compensation.
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Article 15 Contracts shall specify that the recipient shall assume the following

responsibilities and obligations:

(1) Provide access to the personal information for the personal information subject.
When the personal information subject requests to correct or delete its personal
information, the recipient shall respond, correct or delete their personal information
within a reasonable time and at reasonable cost.

(2) Use personal information in accordance with the contractual purpose, and the
retention of personal information shall not exceed the retention period provided in
the contract.

(3) Confirm that signing the contract and performing the contract obligations will not be
in violation of the legal requirements of the recipient's country. When the legal
environment of the recipient's country or region changes and may affect the
performance of the contract, the network operator shall be notified in a timely
manner, and the network operator shall report to the provincial cybersecurity

administration where the network operator is located.



Covington Unofficial Translation

FEE TR, B SCAn RIS A

FTA% B RNHENCE AR RN NG B a8 =07, BRIEM 2L T 5%
i

(—) Wiz EH el et BInbEE. G, ARSNGB e 5
=TTHIEEB . BT AER, DA NG BIEA B =07 IR B N IR E A A
BF,

(=) JRWCHE AR LEAN NE B BRI R AT IR 1A 58 =7 ey, 45 1bAR 4T 2R 58 =T i 8%
REZE I EI N EFSS

(=) WABIN NBURE BN, OB NE B TR FEE.

V9D B 1) 28 = J7 A=A NE B NG B AR EER R R E R, MKz EEFE%
AT ARAHIEAS 54T

Article 16 The contract shall specify that the recipient shall not transmit the received

personal information to a third party unless the following conditions are met:

(1) The network operator has notified the personal information subject of the purpose of
transmitting the personal information to the third party, the identity and nationality
of the third party, as well as the type of personal information transmitted and the
retention period of the third party through e-mail, instant messaging, letter, fax, etc.;

(2) The recipient is required, upon the request of the personal information subject to
stop the transmission to the third party, to stop the transmission and require the
third party to destroy the received personal information;

(3) The consent of personal information subject has been obtained where sensitive
personal information is involved;

(4) The network operator agrees to assume the liability for compensation to be paid to
the personal information subject where the transmission of personal information to
a third party causes abuse to the legal rights and interests of the personal

information subject.
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Article 17 The report of the network operator on the security risks and security
measures shall at least include:
(1) The background, scale, business, financial details, reputation, and network security
capabilities of network operator and recipient;
(2) The plan for the cross-border transfer of personal information, including the

duration, the volume of personal information subjects involved, the scale of the
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will be transmitted to a third party after the cross-border transfer.
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Article 18 Network operators who conduct cross-border transfers of personal
information in violation of these Measure shall be handled in accordance of relevant laws

and regulations.
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Article 19 Where treaties and agreements that China is party to or has concluded with
other countries, regions and international organizations have specific provisions on the
cross-border transfer of personal information, those provisions shall apply, except for

clauses where China has declared a reservation.
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Article 20 If the business activities of an organization located outside China result in
the collection of personal information of domestic users through the Internet and other
means, then that organization shall fulfill the responsibilities and obligations of network

operators in these Measures through a legal representative or entity within the territory.
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Article 21 In these Measures, the following terms shall have the meanings as follows:

(1) “Network operator” refers to the owners and administrators of a network, as well as
network service providers.

(2) “Personal information” refers to all kinds of information recorded in electronic or
other forms, which can be used, independently or in combination with other
information, to identify a natural person’s personal identity, including but not limited
to the natural person’s name, date of birth, identity certificate number, biometric

information, address and telephone number.
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(3) “Sensitive personal information” refers to the personal information that, once it is
divulged, stolen, falsified or illegally used, may endanger the person or property of the
personal information subject or cause damage to the reputation, physical or mental

health of the personal information subject.
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Article 22 This Measures shall take effect on



